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Internet Shutdowns

refer to the intentional disruption of internet-based communications
for a specific population, location, or mode of access.

Governments or entities acting on their behalf may implement
shutdowns to intentionally impede access to online information and
communication systems. Shutdowns can involve complete
blockages of internet connectivity or targeted restrictions on specific
networks or services, such as social media or messaging apps.
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Data Breach

refers to any security incident where unauthorized parties gain
access to sensitive or confidential information, including personal
or and are prohibited from unreasonably limiting an individual's
ability to connect to the internet.
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Personal Data

refers to any information that pertains to a living individual who can
be identified directly or indirectly. When various pieces of information
are gathered and combined, leading to the potential identification of
a specific person, they collectively constitute personal data.
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Biometric authentication

is a verification method that relies on an individual's unique
biological characteristics, such as fingerprints, iris patterns, or facial
features, to confirm identity.
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Cyber Stalking

involves the use of the internet or other electronic means to stalk or
harass an individual, group, or organization.
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Personal Data

refersto the process of checking that all the facts in a piece of writing,
a news article, a speech, etc, are correct. In today’s information
landscape, the growing prevalence of false or misleading
information requires a vigilant and systematic examination of claims
to ensure the dissemination of accurate and truthful content. This is
particularly crucial in electoral processes, where the potential impact
of dis/misinformation is substantial. Fact-checking initiatives play a
key role in upholding the integrity of democratic processes, fostering
an informed electorate, and safeguarding the credibility of
information sources.
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Astroturfing

is the practice of hiding the sponsors of a message or organization,
e.g., political, religious, etc., to make it appear as though it originated
from and/or is supported by grassroot participants. By creating a
facade of genuine grassroot support, political entities can deceive
the public.
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Cyber Libel (Online Defamation)

involves inaccurately, or injuriously written defamation triggered via
electronic means. This can include false statements or damaging
information disseminated through digital channels, posing
reputational risks and legal challenges to individuals or entities.
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Machine Learning

Involves the use and advancement of computer systems capable of
learning and adapting without explicit instructions. This is achieved
through the application of algorithms and statistical models to
analyze data, drawing inferences from patterns in data.
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Cyber Stalking

involves the use of the internet or other electronic means to stalk or
harass an individual, group, or organization.
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Pre-bunking

refers to the practice of countering potential misinformation by
warning people against it before it is disseminated. It is an approach
adopted by various entities, including tech companies, non-profit,
and government agencies, to inoculate individuals against false
claims about elections, public health, and other sensitive topics.
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Trolling

is characterized by disruptive responses to online content or
comments. This behavior, diverting attention away from substantive
issues, potentially creates a chaotic online environment hindering
constructive discourse and engagement.
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Media Manipulation

is a multifaceted practice thatinvolves the strategic crafting of
narratives by partisans, employing techniques such as logical
fallacies, manipulation, and outright deception. The manipulation

often extends to suppressing opposing information or viewpoints,
diverting attention, or inducing disengagement, all of which can
shape public opinion and impact behavioural dynamics. Media
manipulation  activities include  disinformation, including
gender-based disinformation, mal-information, and misinformation.
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Foreign Information Manipulation and
Interference (FIMI)

encompasses predominantly non-illegal conduct that poses athreat
to, or has the potential to adversely affect, fundamental values,
establishedprocedures, and political processes. This manipulative
behaviour is intentional and coordinated, involving actors who may
be either state or non- state entities, along with their proxies within
and beyond their borders.
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Foreign Information Manipulation and
Interference (FIMI)

encompasses predominantly non-illegal conduct that poses athreat
to, or has the potential to adversely affect, fundamental values,
establishedprocedures, and political processes. This manipulative
behaviour is intentional and coordinated, involving actors who may
be either state or non- state entities, along with their proxies within
and beyond their borders.
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Disinformation

is the intentional and covert spread of false information,including the
planting of rumours, with the aim of influencing public opinion or
obscuring the ftruth. In the context of electoral processes,
disinformation campaigns can sow doubt, create confusion, and
potentially undermine the legitimacy of elections.
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Pre-bunking

refers to the practice of countering potential misinformation by
warning people against it before it is disseminated. It is an approach
adopted by various entities, including tech companies, non-profit,
and government agencies, to inoculate individuals against false
claims about elections, public health, and other sensitive topics.
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Deep Fake

refers to an image or a recording that has been convincingly altered
and manipulated to misrepresent someone as doing or saying
something that was not actually done or said. The definition gains
heightened relevance.
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Digital Discrimination

refersto aform of discrimination in which automated decisions taken
by algorithms,increasingly based on Al techniques like Machine
Learning, treat online users unfairly, unethically, or just differently
based on their personal data, such as income, education, gender,
age, ethnicity,religion.
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Digital Rights

are human and legal rights allowing individuals to access, use,
create and publish digital media or to access and use computers,
other electronic devices, and telecommunication networks. Digital
rights relate to the protection and realization of existing ‘offline’
rights, such as the right to privacy and freedom of expression, in the
context of digital technologies, especially the internet.
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Digital Rights

applied to the field of social media, indicate a mathematical set of
rules and instructions that systematically sorts, filters, and
recommends platform content for users based on how likely they are
to like and interact with Algorithmic recommender systems,
designed to suggest new content tailored to individual preferences,
can become conduits for disinformation. The systematic sorting and
filtering mechanisms, while aimed at enhancing user engagement,
may inadvertently prioritize sensational or misleading content
amplifying false and harmful narratives.
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E-Government

is the use by government agencies of information technologies
(such as Wide Area Networks, the internet, and mobile computing)
that can transform relations with citizens, business, and other
branches of government. Such technologies can serve a variety of
different ends. better delivery of government services to citizens,
improved interactions with business and industry, citizen
empowerment through access to information, or more efficient
government management. The resulting benefits can include less
corruption, increased transparency, greater convenience, revenue
growth, and/or cost reductions.
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Artificial Intelligence (Al)

represents a pinnacle in technological advancement, providing
computers and robots with the ability to mimic tasks associated with
intelligent beings. Al's cognitive capabilities extend beyond routine
automation, encompassing complex problem-solving and learning.
Increasingly employed to intentionally spread disinformation,
advanced Al technology significantly accelerates the expansion and
amplification of online narratives at each stage of the electoral
processes, including before, during, and post elections, highlighting
the threatening growing impact of algorithms in shaping digital
discourse.
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Influence Operations

involve the strategic collection of information about adversaries and
the dissemination of propaganda to gain a competitive advantage. In
the context of elections, influence operations can manifest as a
concerted effort to shape public perception through the strategic
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deployment of misinformation and propaganda. The insidious
nature of influence operations poses a significant threat to the
integrity of democratic processes, as they can exploit vulnerabilities,
leading to an erosion of trust and distorted public discourse.
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Information Society

Information Society is characterized by the significant economic,
political, and cultural engagement in the creation, distribution,
consumption, integration, and manipulation of information. In more
widespread terms, it can be described as a society where there is a
widespread and advanced adoption of information and computer
technology, reflecting a high level of awareness and proficiency in
their use and understanding.
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Electronic flies

are adeceptive force in the digital realm, designed either as software
or by groups of individuals to mimic real people on social media
platforms. Their primary objective is to manipulate information,
poisoning authentic content and flooding the virtual space with many
fake publications marked by specific hashtags. This strategic tactic
aims to diminish the impact of genuine posts, turning social media
into a weakened tool for understanding global events.
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Online Gender-Based Harassment

involves the targeted harassment and prejudice through technology
against people, disproportionately women, based on their gender.
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Online Harassment

can take various forms, including persistent and intrusive behavior,
posing significant threats to personal safety and well-being. More
and more electoral officials, entrusted with the crucial responsibility
of ensuring the integrity of democratic processes, become targets of
such attacks.
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Imposter Content

involves the deceptive practice of impersonating genuine sources,
or public personalities, utilizing established agency branding.

dioMc)l dojeall
L0 Elaiwallg Livall gginall Juai le djlaall gl 6j2all Glwis! (o
olgill wilniog cuijiidlg ggjalillg gl lid (o lay dalisn Inilwg
Jac 09 il Lle dal 1g1gg dwolanallg adall audi (pyel (claibyll
Jilwgg  wiijiivlg yaijalillg gpidl e wilogleall @i jLiuly @i
juai Lle éjaall lyluol dioMcl dojeall aiai claiddl Jwlgil
dygpo dwllelldoyeall aunig dllhall bl (o dréranll calogleall

CUJIiJIJUJAJIJLuJ_uAJ U Yl Py cus bl wljio JAb gob JSiy
logac laib Ao L0 dalllg diblpdaiall lbunwgall e dolac calili

Imposter Content

is the ability or skills to critically analyze for accuracy, credibility, or
evidence of bias the content created and consumed in various
media, including radio, television, the internet, and social media
platforms. In an age marked by the rapid dissemination of
information through radio, television, the internet, and social media,
media literacy skills empower individuals to discern factual
information from misleading narratives. Media literacy becomes
particularly crucial during electoral periods, where the spread of
disinformation can have profound implications on democratic
institutions and public trust.
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Doxing

is the act of publicly providing personally identifiable information
about individuals or organizations, usually over the internet. This
involves the exposure of private addresses, phone numbers,and
emails, potentially leading to threats and harassment.
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Online Violence

involves computer systems to cause harm, including physical,
psychological, or economic suffering. It may include the exploitation
of anindividual’s circumstances, characteristics, or vulnerabilities.
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Hacking

encompasses a spectrum of activities aimed at compromising
digital devices and online networks. Within electoral processes,
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hacking poses a direct threat to the confidentiality and security of
sensitive election data, risking the manipulation of results and
ultimately affecting the overall democratic process
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Fake News

refer to false information intentionally broadcast or published, often
for fraudulent or politically motivated purposes. Fake news can
greatly impact public perception, influencing attitudes and behaviour.
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Dark Advertising

is a form of advertising that is visible only to the advertiser and the
specific target audience, raising serious transparency issues. The
clandestine nature of dark advertising allows campaigns to tailor
messages to specific demographics without broader public scrutiny.
This lack of transparency becomes a problem, especially in the
context of democratic processes.
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Micro-Targeting

is a marketing strategy that uses consumer data and demographics
to identify the interests and preferences of specific individuals or
small groups to send targeted advertisements that align with their
interests.
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Information Pollution

involves the contamination of the information environment with
irrelevant, redundant, and low-value content that can hinder the
dissemination of accurate knowledge, making it challenging for
users to access reliable information
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Information Leakage
refers to the unintentional or intentional release of information to an
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untrusted environment. In elections, information leakage may involve
the disclosure of sensitive details to the public.
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Network Throttling

refers to the intentional slowdown of internet speed by an internet
service provider.
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Content Moderation

refers to the organized practice of screening user- generated
content online to determine its appropriateness for a given site,
locality, or jurisdiction. Content moderation actions range from
reducing content visibility to content and user suppression.
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Content Filtering

is a procedure designed to regulate and monitor access to online
messages or webpages with the aim of preventing access to harmful
content.
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Data Protection

involves the safeguarding of sensitive information from potential
damage, loss, or corruption. The importance of data protection has
grown significantly due to the unprecedented surge in the creation
and storage of data.
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Right to internet access

also referred as the right to broadband or the freedom to connect,
asserts that every individual should have the capability to use the
internet to exercise and enjoy their fundamental human rights,
including freedom of expression and opinion. As such, governments
are obliged to ensure widespread availability of internet access and
are prohibited from unreasonably limiting an individual's ability to
connectto the internet.

caiyiiVl e oSt wlns

Uailna e €l 1350 gl degann oraiu Sl e uall Glaall ] iy
JAb. U_CLOJJM|,OM_UJJ|JJ_®JJ_OLSJJ|9 U_LunggleaJlglng_ledm ) dlnlio
lao «dolw drwbiw diy cuijiiMl e dualSIl ulias gl gl Sag bl

clidljlgall ggeig (uslill o)

19



o0 £ .
N ® a— il yvg—ols
. « n wblbhno
ol SN A 106 Pl socmomencvc

& Y auibgll dybgaall
DEUTSCHE 2U SAMMENARBEIT IDEA SUBILW Ll

Online Hate Speech

refers to offensive discourse targeting a group or an individual based
oninherent characteristics (such asrace, religion or gender) and that
may threaten social peace.. During elections, online hate speech can
create a toxic political environment, polarizing voters and hindering
constructive discourse.
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Bots

derived from the term robots, refer to computer programs that
function as agents, performing tasks for users or other programs and
simulating human activity. Bots play a pivotal role in executing tasks
and interactions within the digital landscape. If used for malign
purposes, bots can be employed to amplify fake narratives, hate
speech, and propaganda through the so-called “megaphone effect.”
The phenomenon involves the rapid dissemination of content to a
wide audience, potentially influencing social behavior and attitudes
among those targeted. The ability of bots to serve as amplifiers of
harmful narratives underscores the need for vigilant monitoring and
countermeasures to mitigate their negative impact on the digital
discourse.
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Distributed Denial-of-Service (DDoS)

Attack is a malicious effort to disrupt the regular flow of traffic to a
specific server, service, or network by inundating the target or its
surrounding infrastructure with an excessive volume of internet
traffic.
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